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Project Overview and High Level Plan

Background:

This document describes a plan for electronic data transfer of reportable diseases, i.e., electronic laboratory reporting (ELR), from Chicago hospitals to CDPH.  To successfully implement a regional system for electronic laboratory reporting, three elements are necessary: standardized software that applies reportable condition business logic to local hospital data, appropriate hardware and network connectivity to ensure reliable data storage and transfer, and the willingness of local HIS departments to participate in the project.

Software Development:
Appropriate software is necessary to transform local hospital laboratory and microbiology data into a desired data set format for CDPH.  While each hospital may be able to develop its own solution for filtering and transforming data into formats required for electronic laboratory reporting, the time and personnel costs associated with individual solutions may limit the implementation of ELR in Chicago.  Therefore, we describe a single ELR software package that will be used in all interested hospitals.  The objective of the ELR software package is to interface with a variety of data formats and transform them into HL7 2.3.1 compliant format based on city specifications.  In addition, the program searches microbiology and laboratory data, adds historical data, and merges demographic information from Admission, Discharge and Transfer data.  Finally, the software is modular with the ability to add or remove condition specific logic modules or other modules without modifying the existing software.

Equipment and Networks:

To assure the reliability of such software, designated hardware is necessary at local hospitals.  Standardized hardware will help to process large data inflows, allow conditional logic processing, and standardize the installation and configuration of software and databases.

Local HIS/Stakeholder support and cooperation:

Finally, the project will not succeed without local HIS cooperation. To increase the probability of success, we propose minimizing use of local hospital resources by providing hospitals with a product that requires minimal setup and limited ongoing maintenance costs.  Providing hardware and ELR software will limit the obligations of hospitals to extracting data from their system and maintaining hardware. All other components of ELR should be overseen by CDPH and/or our team of information technology experts, including changes to reporting requirement, and changes and updates to the application. 
Technical Approach

The ELR Solutions Interface Development Team represents a group with diverse skill sets, and includes informaticists and clinicians.  The project team will be managed by Bala Hota, the project manager, and a medical informaticist (Joshua Jones), and project manager (Cristal Simmons) at CDPH.  A project plan for year 1 is described in section E.  Requirements for data sources and fields for ELR are listed in section C.e.  Individual participating hospitals will be given latitude to decide on appropriate data feeds for use in the ELR interface.  
High Level Plan
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Each participating hospital will be asked to provide an extract of data from their microbiology, laboratory, and ADT registration systems.  Data can be provided as continuous (via TCP/IP) or batched HL7 data streams, through direct database connections to data marts or static databases (i.e., using ADO.NET or ODBC), or as reports with a pre-specified data structure (i.e., tab-delimited, comma-separated, or other delimiters).  

Each participating hospital will be provided a server, if desired, with relevant software installed.  

 The package will consist of 6 components (see figure).  These components will be developed in .NET 3.0 and T-SQL, running in Microsoft SQL Server 2005. 

Component 1, the data receiver, will be able to accept multiple source data formats (HL7 messages, text files, and direct database connections) and write these data to an onsite local hospital data mart .  Component 1 will be designed to allow receipt and translation of any HL7 2.x message.  

Component 2, the data translator, will use translation tables to convert local data formats to standard vocabularies as required by ELR (i.e., LOINC and SNOMED).  

Component 3, the condition specific logic application, will apply the business logic for ELR reportable conditions to data stored in the local hospital data mart.  Each reportable condition will be hard coded as an individual component that can be added to a generic application.  Future changes to existing condition reporting, or newly developed reportable conditions, can be accommodated by changes to the condition reporting components.  

Component 4, the HL7 parser and Batch sender, will create HL7 2.3.1  messages as described in the city specifications for ELR.  These messages will then be forwarded to the city ELR databases using the CDPH choice of data transport, which currently is SSL encrypted https. 

Component 5, the acknowledgement file processor, will automatically retrieve and assess the acknowledgement file produced by the ELR system, and allow error correction and batch resending. 
Component 6, Help file, will be an compiled html help file that provides detailed guidance for all the above 5 components.   
User interaction with the six components above will be integrated into one graphical user interface. For example, using toolstrip buttons that reside on a launch bar, the user will be able to configure and schedule inbound messages, configure and schedule outbound messages, configure the data translator, start the application, stop the application, and launch the help document.  The component1 and component4 will operate as a windows services and reside in memory, while other components will be executed on demand as scheduled tasks.
Overview of Development Plan

Software developed by the ELR Solutions Interface team will allow minimum impact on partner hospital systems in achieving the goal of data transfer to CDPH that is restricted to legally mandated reportable conditions as set forth in _________(state mandate).  Software development is divided into three phases: fixed development time, in which the main application will be created and tested; local hospital development, time in which the software will be customized for use at new partner hospitals; and hardware configuration, in which server partitions are created and operating system, updates, antivirus software, SQL server 2005, .Net components, and application software are installed.

Fixed Development 

Fixed development will consist of application components 1, 3, 4, 5, and 6 as outlined above.  Time spent on these tasks will be independent of progress on partner hospital recruitment, and will occur in parallel with other tasks.  Completion of this phase will also be contingent on the CDPH selection of method of data transport of finalized messages.
Local Hospital Development

Local hospital development will consist of component 2 development, as well as the creation of tables stored in SQL Server 2005 that define standard SNOMED, LOINC, and HL7 vocabulary values that replace local hospital naming systems.  

Hardware Configuration

Hardware configuration will be site-specific.  Each partner hospital can use a server provided at no charge by the CDPH, if desired.  Alternatively, server space may be provided by the partner hospital, provided it meets minimum specifications required for the application.  Servers must use the MS Windows Server 2003 operating system and Microsoft SQL Server 2005 database.  An example of required hardware specifications is the Dell PowerEdge Energy Smart 2950 with 300 GB storage.  This hardware will become part of local HIS systems and should be maintained by each local HIS (i.e., antivirus and updates to operating system); the estimated time for maintenance will be 100 hours annually.

Logical Architecture - Overview
The following diagram depicts an overview of the technical architecture of the ELR interface as deployed at local hospitals.  
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The following sections describe the individual components and database schema included in the ELR application.
Component Specifications and Table Schema

Component 1

Component 1 is the data receiver.  This component is a set of applications designed to import local hospital data into a database for use in sending.  General principles to be followed at this layer are minimum data filtering and retention of local database structures and values.  

Database formats acceptable for use at this level include HL7 2.x (i.e., any version 2 HL7 data feed), delimited text files (i.e., comma-separated value or tab-delimited files), or other database formats (i.e., dbase, Microsoft excel, access, or other database formats).  Direct database connections will be acceptable using ODBC or ADO connections.  
Component 1 is comprised of two separate applications.  One is the Data Transformation engine  (DTE) contained within SQL Server 2005, and the other is a custom built HL7 receiver developed in .Net 3.0.

SQL Server Data Transformation Engine

The DTE contained within SQL Server is a robust application with a variety of drivers allowing access to structured data.  It also allows direct database connections.  Import procedures can be scripted and saved as jobs, which will be scheduled for execution at a frequency that matches new data reports becoming available, with a goal of daily or more frequently. 

Configuration of the DTE is reviewed in the SQL Server 2005 documentation and help files.  A review of how to start, configure, and schedule import jobs is reviewed below.
HL7 Receiver

Data flow overview
The HL7 receiver is an application built by the ELR Solutions Team.  Programmed in .NET 3.0, it has been designed to be generic, scalable, and applicable to a variety of HL7 data feeds.  The sole function of the receiver is to receive HL7 data and write these data to a database.  Currently, messages are written to SQL Server 2005, but future versions will allow connection to a variety of databases.  Though microbiology, laboratory, and demographic information are required for electronic laboratory reporting and are data feed types that can be parsed by the receiver, other data types have been tested successfully with the receiver, including ADT, pharmacy, and radiology data feeds.  

The requirements for data feed initiation for the receiver include: 1) HL7 2.x (i.e., any version 2 data feed) 2) messages sent over TCP/IP 3) the option exists for message acknowledgement to be performed by the receiver to the sending interface, if available.  Fields within messages that are desired to be saved to the database are configured within an XML configuration file.  Column names are assigned within this file.  Currently, this file is manually configured, though a graphical user interface is planned.  

The business logic for message receipt is shown below.  Each data feed is assigned a port within the configuration file.  The receiver listens for data on that port; when messages are received, The receiver identifies breaks between segments by finding carriage return characters.  Each segment is then parsed based on the presence of delimiters (typically the pipe (|) for major components, and additional delimiters (~, ^, &) which indicate repeats, components and subcomponents, respectively.  

Parsed data are persisted in memory as business objects as determined by information contained in the configuration file.  The data value contained in these objects are passed to SQL server 2005 as variables.    

Within SQL Server 2005, several stored procedures are present.  First, procedures exist to create and alter tables based on information found in the configuration file.  Second, procedures to write data to tables exist.  These stored procedures rely on parameters passed to them at the time of their execution, which specify data to write to the database.  These stored procedures will be loaded into memory in SQL Server, and will be executed at the time that each message is received and data passed from the receiver to SQL Server.
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**Change the above table schema to: Patient Demographics, Patient Visit Information, Patient ORC data, Patient OBR information, Patient OBX text data, result and organism tables, and other tables 
Requirements of HL7 Receiver

As planned, the HL7 receiver will run with: 1) MS Windows server 2003  2) MS SQL Server 2005  3) .NET 3.0 Framework.
Configuration of HL7 Receiver

    What and how to parse and save data from received HL7 2.x message are configurable through XML configuration files.  Each configuration file contains information about a port used to listen and accept the incoming connection and messages, HL7 message type, segments to retrieve information from,  columns names and corresponding data fields in segments, and the stored procedure to execute to write/update these information. 
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Stored Procedures:

   ProcPatientIdentificationVisit
   ProcMicroObservationResult
   ProcPatientCommonOrder
   ProcPatientCommonOrderCreate
   ProcPatientCommonOrderUpdate
   ProcPatientIdentification
   ProcPatientIdentificationCreate
   ProcPatientIdentificationUpdate
   ProcPatientMicroObsResult
ProcPatientMicroObsResultCreate
ProcPatientMicroObsResultUpdate
ProcPatientMicroObsResultOrganism
 ProcPatientMicroObsResultOrganismCreate
  ProcPatientMicroObsResultOrganismUpdate
  ProcPatientMicroObsResultTextData
   ProcPatientMicroObsResultTextDataCreate
   ProcPatientMicroObsResultTextDataUpdate
   ProcPatientObservationRequest
   ProcPatientObservationRequestCreate
   ProcPatientObservationRequestUpdate
   ProcPatientVisitInformation
   ProcPatientVisitInformationCreate
   ProcPatientVisitInformationUpdate
Component 2

The first aim of Component 2 will be to adapt local hospital data for use in the ELR application.  There will be custom built SQL queries deployed at each participating site.  These custom SQL queries will run at scheduled intervals (daily or more frequently) and select data to populate the local hospital data mart.  The local hospital data mart, in contrast to the raw data tables, has a standard table schema (see section C.d.viii).  Local data value columns in the local hospital data mart tables will be populated utilizing raw data, and this will be achieved by component 2.  5 data tables are present in the local hospital data mart: demographics (table _____), laboratory results (_), microbiology results (_), laboratory orders (_), and microbiology orders (_).  If all required fields for ELR transmission are present in the demographics, laboratory results, and microbiology results tables, then orders tables are unnecessary.  

The second aim of component 2 will be to find tests that are reportable conditions, and make results for these tests interpretable and mappable to SNOMED.  For example, for serological studies, results are frequently reported as titers.  A titer above a specific reference range constitutes a positive result for that test.  Many reportable conditions require, in the ELR message, an identification as “positive” or “negative”.  These interpretations as positive or negative will take place in component 2, and will occur through SQL Queries and pattern matching.
The final aim of component 2 will be, following movement of data into the local hospital data mart, to apply standard nomenclatures to local data.  In particular, SNOMED, LOINC, and HL7 source codes will be applied to local data using stored mapping tables for these values developed at each partner site.  Additionally, phone numbers and social security numbers will be cleaned of non-numeric values and structured appropriately.  Finally, any other issues in data cleaning unique to particular hospitals will be addressed at this stage.   

General principles for populating local hospital data mart tables are: 1) use of final results as opposed to preliminary results 2) retention of local data in the hospital data mart in addition to the standard, mapped, values, 3) retention of all final results in the hospital data mart and 4) use of a standard table schema for the hospital data mart.  Data in the local hospital data mart will be retained for 3 – 6 months, beyond which it will be purged.
Component 3

The business logic for reporting conditions to CDPH will be present in component 3.  Data contained within three tables, demographics (table _____), laboratory results (_),  and microbiology results (_), will have been standardized by component 2.  Therefore, a standard set of SQL stored procedures will be developed which will identify reportable conditions of interest to CDPH. 
For any particular condition, certain tests serve as triggers which lead to an event being identified and reported.  For some conditions, following the identification of an event, additional information is required for the condition report.  For example, a positive test for hepatitis B surface antigen will trigger a disease report for hepatitis B to CDPH.  It will also trigger a search for additional, ancillary tests present for a given patient: in this example, a search for the transaminases AST and ALT in that patient’s lab results.  CDPH has time delimiters for certain tests which restrict the time frame to search for ancillary tests.  A list of conditions, trigger tests and results, and ancillary tests and results, is listed in table ______.  Where triggers or ancillary tests are restricted by source, these are noted in the table.  
General principles in the development of Component 3 are: 1) only legally mandated reportable conditions are to be sent across a hospital firewall to CDPH; 2) where ambiguity exists in local hospital data as to whether a particular laboratory test should be sent (i.e., due to missing or vague information in a local hospital EMR), these data will not be sent to CDPH; 3) data will be retained in outbound tables for later reference if needed for error checking and validation; 4) data will be validated by infection control practitioners using web based data entry screens.
A general description of the logic used in the condition specific stored procedures is listed below.
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Events found using the component 3 queries are stored in outbound tables which are used to generate outbound HL7 messages (see schema, section C.d.viii). 
Because the demographics (table _____), laboratory results (_),  and microbiology results (_) tables use the same table schema at all participating hospitals, a single set of queries can be deployed at all participating ELR hospitals.  This will facilitate reporting in the event of changes to reporting rules or required conditions.  
Component 4
Component 4 is a custom built application by the ELR solutions team, developed in .Net 3.0, that reads data from the SQL Server database and parses these data into an HL7 message.  For the purposes of the CDPH ELR application, the parser creates an HL7 ORU message in 2.3.1 format, as described in the CDPH ELR messaging guide.  Each condition to be reported per patient results in a single message.  Multiple laboratory tests may be present for each condition.  

The outbound parser can also be configured to send data in other versions of HL7.
Following creation of messages, these are saved to an outbound file folder.  This folder is polled on a scheduled basis (daily, but this can be modified), and files are then sent to the CDPH server.  Files are currently planned to be sent using https, with 128-bit encryption (SSL).

Component 5

It is planned that following receipt of the HL7 file, the CDPH server will produce an acknowledgement file.  This file will describe the outcome of receipt – success, or error, with a description of the error.  Based on the error type, the ELR application sender will recreate problem messages with automatic error correction.  In addition, the ack file may be saved for use as a method of validation and testing of errors in the sending process.

Component 6

Component 6 is an online help facility that will contain information about configuration of the components of the application, and also will link to the ELR solutions website that will have additional documentation for use by partner hospitals.

Graphical User Interface and ELR Configuration Guide
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Table Schema

The table schema for the ELR application is below.

Insert schema and data dictionary.
Data Feed Specifications
Required Field List

The following are fields of interest for messages sent to the ELR Application:

Hospital specific information 


Hospital Name


Hospital ID # (i.e., CLIA number)


Hospital ID # system (i.e., “CLIA” )


Ordering Facility Name


Ordering Facility Address


Ordering Facility Phone Number


Receiving Application Name (CHESS)


Receiving Application Facility (CDPH)


HL7 version (2.3.1)

ADT data table


Patient ID number (i.e., patient and visit numbers)


Admission Date


Last Name


First Name


Patient Alias


DOB (YYMMDD)


Sex


Race


Address – Street


Address – City


Address – State


Address – Zip


Patient Home Phone Number – area code + number


Patient Work Phone number – area code + number


Ethnic Group


Birth Place


Patient Death indicator


Patient Death datetime


Multiple Birth Indicator

Microbiology Data


Patient ID number (i.e., patient and visit numbers)


Order Accession Number(s)


Ordered Test Name


Specimen source Name

Organism Name


Antibiotic Name


Antibiotic Susceptibility Interpretation


Antibiotic MIC Value


Units


Admit Date


Order date


Collect Date


Receive date


Plate Date/Lab Process Date


Result Date


Final Date


Result Status


Ordering Provider Last Name


Ordering Provider First Name


Ordering Provider Title (MD etc)



Ordering Provider ID#


Ordering Provider Phone Number (area code + number)


Abnormal Flag

Laboratory Data


Patient ID number (i.e., patient and visit numbers)


Order Accession Number(s)


Ordered Test Name


Specimen source 

Result


Admit Date


Order date


Collect Date


Receive date


Lab Process Date


Result Date


Final Date


Result Status


Ordering Provider Last Name


Ordering Provider First Name


Ordering Provider Title (MD etc)



Ordering Provider ID#


Ordering Provider Phone Number (area code + number)


Abnormal Flag


Units


Reference Range

Assumptions

Local hospitals will identify and make available Management, Technical, and Clinical Point(s) of Contact where applicable for this work. 

Local hospital staff will provide timely and specific interfaces in and out of the individual systems to extract the specified data.

Local hospitals will provide workspace and connectivity for the ELR solutions personnel while working at local facilities, or, will allow off-site secure access (i.e., VPN).

High Level Project Plan – Year 1
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Local Hospital Data Mart
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(Component 3, step 1)
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